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Résumé: Après avoir introduit les principes pour un algorithme éthique (équité, transparence et redevabilité), 

cette présentation donne un aperçu de la recherche sur les aspects algorithmiques liés à l'interprétabilité des 

systèmes d'IA et notamment des réseaux de neurones profonds (deep learning). Les principales difficultés 

liées à l'interprétabilité sont la complexité de ces réseaux ainsi que la faible connaissance que l'on a parfois 

sur eux (dans le cas extrême, ce sont des boîtes noires dont on ne perçoit que les entrées et les sorties). 

Beaucoup de travaux sont menés actuellement sur ce domaine essayant par exemple de déterminer quelle 

portion d'une entrée pèse le plus dans une décision (quelle partie d'une image a permis de reconnaître un 

objet particulier) ou bien de comprendre le rôle de la structure du réseau (quel est le rôle d'une couche 

spécifique d'un réseau profond).  

Nous prenons ensuite l'exemple de l'Internet des objets (IoT), exemple de technologies pénétrant de plus en 

plus notre vie quotidienne et pour lequel la prise en compte d'une dimension éthique dès la conception 

devient indispensable. Les caractéristiques techniques uniques de l'IoT en termes de dynamicité, très large 

échelle et volume de données collectées requièrent des solutions nouvelles. Devant la facilité de collecte de 

données privées, nous nous intéressons en particulier aux mécanismes permettant de prendre compte ces 

données privées dans les traitements, mais de manière non discriminatoire et en les protégeant, c'est-à-dire 

en manipulant des données chiffrées sans dévoiler leur contenu. 
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 Learning and decision-making algorithms enter our 
everyday life

Concerns on fairness of algorithms, presence of bias, 
potential discrimination

 Case of the Internet of Things
– Unprecedent size, dynamicity and ability to collect 

private data 
– Requires ethics by design

 
 Data-driven approach

– Can diversity help to increase fairness?
– Possible to ensure fairness while protecting privacy?

Motivations
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Motivations
Applications of the Internet of Things

IERC – European Cluster on the IoT

For an Ethical Use of the Internet of Things

TI TR E DE LA  PR ÉSEN TA TI ON  -  MENU  

« I NSE RTI O N / EN -T ÊTE  E T PI E D DE PA GE  »

1. Diversity

2. Privacy protection

3. Discussion

SUMMARY
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Notion of diversity as proposed by [Drosou2018] 

 Captures the quality of a collection of items, or of a 
composite item

 Ensures that different kinds of objects are present in the 
output of an algorithmic process

 Important for both ethical reasons (mitigate risks of 
exclusion or discrimination against minorities) and 
utilitarian reasons (to enable more powerful, accurate and 
engaging data analysis)

 Various measures based on distance, coverage, novelty…
 Helpful in data cleaning, selection, integration, 

preprocessing, ranking, result interpretation...

1- Diversity
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 Rely on a pair-wise distance measure between the 
elements of set S 

Can be defined with average or minimum

 Importance of the choice of distance measure
– Euclidean, Jaccard, cosine, …

1- Diversity
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Distance-based Measures 
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 Coverage of a predefined set of aspects like topics, 
opinions, …

Often measured probabilistically

Diversity indicates how well S covers the considered 
aspects

 Can help counteract the tyranny of majority

1- Diversity
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Coverage-based Measures 



  

 

9/17

 Target difference with the past to reduce redundancy

  Select one element at a time (greedy approach)

 Can be combined with utility, popularity/unpopularity, 
serendipity 

1- Diversity
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Novelty-based Measures 
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 Does increasing diversity also increase fairness?
 Experiments with 2 public datasets

– Extract of 2015 Survey on Drug Use and Health [Turner 2017] 
– Census Income dataset (predict income to decide on loan 

attribution) [Kohavi1996]
 Pre-process dataset with simple distance-based diversity
 Target group fairness measured with p%−rule 
Ratio between % of subjects having a certain sensitive attribute value 

assigned the positive decision and % of subjects not having that value 
also assigned the positive outcome should be no less than p%

 Work in progress
– First results show increase in fairness
– Also good performance on prediction precision

1- Diversity
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Experiments 
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 Impact on the acceptance of the IoT
The user must be able to control what, why, when, 

where and how to share information

2- Privacy protection 
User empowerment
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In EU, rights for private data protection (GDPR) and non-
discrimination. How to comply with both?

  [ liobaitė2016] shows Z̆ contradiction between 
1)Ensure that data-driven decision making is not discriminatory
2)Ensure minimum collection and storing of private data 

 Intuition: Restricting access to sensitive information should 
prevent discrimination from happening

– Limit direct discrimination 
– Not sufficient for indirect discrimination: legitimate 

variables correlated with sensitive characteristics
 Empirical and theoretical proof for linear regression models
Guaranteeing non-discrimination requires sensitive data
Sensitive attributes then not used as input for decision making

2- Privacy protection 
Ensure non-discrimination
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 Investigate technical solutions able to reason on sensitive 
attributes without violating privacy

 [Kilbertus2018]: fairness certification of decision-making 
algorithms while keeping sensitive attributes encrypted to both 
the regulator and the system provider

 Zero knowledge model: each party knows nothing except its 
input and output

Relies on Secure Multi-party Computation
– Computation is (i) a procedure to check the fairness of a 

model and certify it, (ii) a machine learning training 
procedure with fairness constraints, or (iii) a model 
evaluation to verify a decision. 

– 2 parties: modeler and regulator

2- Privacy protection 
Manipulate protected sensitive data

For an Ethical Use of the Internet of Things



  

 

TI TR E DE LA  PR ÉSEN TA TI ON  -  MENU  

« I NSE RTI O N / EN -T ÊTE  E T PI E D DE PA GE  »

3 - Discussion

16/17

 Multidisciplinary work required for an ethical IoT
– Distributed systems, cryptography, game theory, social 

sciences, ...
 Montréal declaration [Montréal2018]

– Participatory work on guidelines definition for a 
responsible development of Artificial Intelligence

 EC expert group on Ethics [EC2018] 

– Requirements for Trustworthy AI from the earliest 
design phase: Accountability, Data Governance, 
Design for all, Governance of AI Autonomy (Human 
oversight), Non- Discrimination, Respect for Human, 
Autonomy, Respect for Privacy, Robustness, Safety, 
Transparency.

3- Discussion
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